CASE STUDY | Mobile app development

Mobile App Development division of
Fusionex implements Data Loss Prevention

Multi-award winning IT software group
PROFILE secures Intellectual Property with Endpoint
Protector 4 by CoSoSys

Industry

Software, analytics, big data,
mobile app development

Security

The Challenge

Secure the source code and
intellectual property by
controlling any kind of
transfer method

The Solution
Endpoint Protector 4

About Fusionex International

Fusionex is an established multi-award winning IT software
group that specializes in Analytics and Big Data. The company
Why Endpoint Protector? business is to help clients manage, make sense of and derive
useful insights and information from the vast amounts of
structured and unstructured data at their disposal. Fusionex is

e Monitor data and file

transfers focused on bridging the gap between business and technology,
e (Content aware and in doing so, providing an exceptional and positive
protection experience to customers of various markets.
e Intuitive and user-
friendly interface The Challenge

¢ F_aSt _and _easy to setup The mobile development division in the company is facing a
e Lifetime licenses and tough challenge to protect their source code to comply with
best TCO the company intellectual property protection policy. The

e Good post sales support development team is required to work in a secured
development environment which prevents source code file
transfer out from the environment through either internet,
USB ports or any cloud storage channels. Although there are
many other software in the market that can lock down USB

ports, the development team needs the ability to allow USB
0OSOSVS port access to certain mobile devices just for mobile

Data Security Care application deployment and debugging purpose. >>
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“"We found that Endpoint
Protector is the best DLP
solution that is simple
enough to use but it has the
most comprehensive features
that fit well with what we
need for our source code
protection in the
development division."

Spence Chee
Senior Solution Manager
Fusionex

cososvYs

Data Security Care

The Solution

Fusionex mobile development division had evaluated and
tested many solutions, but decided that Endpoint Protector 4
solution from CoSoSys fits well into their development
environment. Endpoint Management and Endpoint Rights
features in the Endpoint Protector 4 provide all what the
development team need in controlling the USB ports’ access.

Content Aware Protection allows the development team to
setup different Content Aware Policies to further prevent any
files matching the source code file pattern to be copied out
from the machine. Any misconduct of file copying activities are
all logged using the File Tracing and File Shadowing features
for the company audit purpose. The Endpoint Protector 4
administration console is very powerful, allowing setup of
different hierarchies and groupings of endpoints for easy
management.

“"We found that Endpoint Protector is the best DLP solution that
is simple enough to use but it has the most comprehensive
features that fit well with what we need for our source code
protection in the development division,"™ said Spence Chee,
Senior Solution Manager at Fusionex.

About Endpoint Protector Security Solutions

Endpoint Protector 4 protects Windows, Mac and Linux
computers against data loss, data theft and data leakage by
monitoring and blocking file transfers to cloud services and
applications like e-mail, Skype, web browsers and many others
through Data Loss Prevention. The solution controls also
portable storage devices like USB sticks, CDs/DVDs, HDDs,
memory cards and others on Windows, Macs and Linux
endpoints. It provides strong security policies, preventing
users from taking unauthorized data outside the company.

Companies will stay productive while maintaining their most
valuable data safe. Endpoint Protector makes work more
convenient, secure and enjoyable with mobile and portable
devices and is offering an excellent ROI.
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